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ABSTRACT: The growing and ubiquitous 

reliance of technological innovations for electronic 

file-sharing networks across all business 

transactions over the internet has increased the 

magnitude of identity theft. In Nigeria, this is more 

pronounced by lack of agile learning processes, 

poor knowledge sharing practices, and high 

illiteracy rate of 40.33% for adults aged 15 years 

and older. A positive relationship exists between 

high internet access, poor knowledge sharing 

practices, illiteracy, and increased identity theft. 

Knowledge sharing practices and technology 

awareness strategies required for identity theft 

prevention in Nigeria are still largely undeveloped, 

outdated, and non-sustainable despite the huge 

cyber-security innovations. This study highlights 

the gaps created by high illiteracy rate, poor 

knowledge sharing practices, and identity theft 

prevention awareness, in curbing identity theft, and 

strategies to close them. A narrative review 

methodology was adopted in this study that 

reviewed prior research works of literature that 

revealed significant information on identity theft 

prevention in Nigeria. Also, peer-reviewed articles 

within the last five years were extracted from 

electronic databases, using some keywords such as 

“Identity theft”, “Identity theft prevention”, 

“consequences of identity theft”, etc. Results show 

that identity theft in Nigeria can be prevented 

through improved literacy level, agile learning 

processes, good knowledge sharing practices, and 

excellent adherence to cyber-security policies. 

Findings from this study may extend proper 

knowledge sharing practices and proper identity 

theft prevention strategies in Nigeria.  

Keyword: Identity theft prevention, Consequences 

of identity theft, knowledge sharing practices, 

Identity theft solution, cyber-security policies. 

 

I. INTRODUCTION 

Identity theft is defined as the intentional, 

unauthorized use of unwitting individual’s 

identifying information or credentials for unlawful 

purposes or financial transactions (Burnes, 

DeLiema, & Langton, 2020; Federal Trade 

Commission, 1998; Koops & Leenes, 2006). 

Identity theft is the act of stealing or obtaining the 

personal or financial information, or credentials of 

unsuspected persons in order to pose as them for 

unauthorized purchases or financial transactions 

(Golladay & Holtfreter, 2017; Thomas, 2018). 

Identity theft can be seen as the deceitful act or 

fraudulent intentional, unauthorized use of a 

person’s identifying information for unlawful 

purposes or criminal purposes without their consent 

(Reyns, 2013). Similarly, it is an online fraud that 

encompasses the cloning or duplication of 

someone’s digital information or online accounts 

with the intention of committing identity fraud 

against individuals or organizations (Wall, 2013). 

Simply put, it is using trickery to gain a dishonest 

advantage over or steal someone’s personal 

information to perform unlawful transactions on 

your behalf without your knowledge or permission.  

Identity theft is not only a personal matter. 

Big organizations also experience data breaches, 

involving customer or consumer data being leaked 

or stolen, thereby leading to occurrence of identity 

theft using information gained from one of these 

breaches. Identity theft has become ubiquitous and 

therefore is affecting individuals all over the world 

(Reyns & Henson, 2016). Globally, the rise of new 

digital technologies and the growing reliance on the 

electronic file-sharing networks and storage of 

personal information across all forms of banking 

transactions, entertainment, and business services 

over the internet has intensified the magnitude of 

identity theft. The need for identity theft prevention 

in an ever-rising incidence of cybercrime has 

become increasingly evident and significantly 

important in developing countries, especially in 

Nigeria, where internet services, electronic file-

sharing, and storage of personal information play 

critical roles among predominantly illiterate 

Nigerians. The existing technological innovations 

in Nigeria have failed to provide easy-to-use 

system for the high populated illiterates or 

semiliterate Nigerians, and the many literate ones 
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with illiterate-mind-sets (Aguboshim & Miles, 

2018). United Nations Educational, Scientific, and 

Cultural Organization (UNESCO) 2015 Statistic 

Report placed the Nigeria literacy rate for adults 

aged 15 years and older at 59.67% (UNESCO, 

2015), meaning that 40.33% of Nigerians are 

illiterates.  

In Nigeria, identity theft prevention has 

become significantly difficult due to the level of 

illiteracy, among others, which is put by the United 

Nations Educational, Scientific, and Cultural 

Organization (UNESCO) 2015 Statistic Report as 

40.33% for adults aged 15 years. Specifically, 

positive and significant statistical relationships 

exist between high illiteracy rate, high internet 

access, poor knowledge sharing practices, poor 

learning processes, poor adherence to cyber-

security policies, high corruption practices, and 

increased identity theft (Anyaehie & Areji, 2015; 

Bennett, 2017). There is no uniformity in the 

application of strategies for user-centered system 

interface and improved literacy level (Aguboshim 

& Miles, 2018), agile learning processes and good 

knowledge sharing practices (Shah, et al., 2019), 

and excellent adherence to cyber-security policies 

designed to prevent identity theft especially in 

Nigeria (Aguboshim, et al., 2019; Olise, 2010). 

Nigeria is ranked among countries in Africa where 

identity theft is prevalent. Strategies Policies and 

technology required for the operation of identity 

theft prevention and solutions in Nigeria are still 

largely undeveloped, outdated, and non-sustainable 

despite the huge human resources and 

technological innovations 

 

1.1 Problem Statement 

Agile learning processes and good 

knowledge sharing practices coupled with good 

system usage literacy required to prevent identity 

theft are crippled by outdated, non-sustainable, or 

virtually non-existent practices, awareness, and 

literacy campaign systems in Nigeria. Our purpose 

in this study was to identify major forms of social 

engineering techniques to perpetrate identity theft 

and the loopholes or sequence of communication 

adopted typically in Nigeria by cybercriminals, and 

strategies of effective prevention and 

countermeasures or recovery. The general IT 

problem postulated in this study was the high 

incidence of identity theft in Nigeria due to high 

illiteracy rate and lack of agile learning processes, 

good knowledge sharing practices, and excellent 

adherence to cyber-security policies to prevent 

identity theft. The specific IT problem is that some 

managers and stakeholders of organizations lack 

strategies, practices, policies, and value systems for 

identity theft prevention and countermeasures or 

recovery. 

 

1.2 Research Question 

What are learning processes and knowledge 

sharing practices and strategies used by 

stakeholders to effectively prevent and counter 

identity theft? 

 

II. LITERATURE REVIEW 

Identity theft is significantly prevalent in 

Nigeria. However, all sectors (government, 

industry, organizations, and individuals) have a 

role and responsibility in preventing it. Anti-fraud 

education awareness ought to be put in place to 

raise awareness of this issue. This section provides 

a review of professional and academic literature 

relevant to identity theft prevention and 

countermeasure strategies. Identity theft prevention 

and countermeasure are basically to secure the 

individuals’ identity or financial documents: credit 

card, bank or loan accounts, etc., against being 

deceived or defrauded by other persons or a third 

person.  Identity theft prevention and 

countermeasure are also implemented to secure 

organization system resources: hardware, software, 

data, and communication lines and networks and 

preserve the integrity, availability, and 

confidentiality of system resources. According to 

Golladay and Holtfreter (2017), users fall, victim to 

identity theft, when they disclose security details, 

such as their PIN or password, assume an email 

request or caller is genuine, allow them to be 

rushed into action, or fail to stay in control. There 

are several forms of identity theft usage: open bank 

accounts, get credit cards, loans, take over existing 

accounts, order goods in the victim’s name, get 

passports, driving licenses and personal documents, 

etc.,  

Identity theft is not a new crime. Despite 

the fact that many researchers have devoted much 

attention to identifying the factors that increase the 

risk of identity theft, little is known about the 

aftermath of victims. A few researches on identity 

theft have focused on predictors of victimization, 

reporting behaviors of the victims, and their health 

and mental outcomes. However, little remains 

known about the individuals who choose to take 

any identity-theft measures despite concerns over 

this fast-growing breed of crime (Ylang, 2020). 

Results from studies conducted by Golladay and 

Holtfreter (2017), indicated that among financial 

losses and loss of time, victims of identity theft 

also experience emotional (e.g., depression) and 

physical (e.g., poor health) symptoms, and 

withdrawal from certain transactions especially 
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those one involving their bank accounts. In 

addition to the rising incidence of identity theft, 

there is growing recognition of the negative 

emotional and physical health consequences of 

financial crimes (Li, et al., 2019; Randa & Reyns, 

2019). One in 10 identity theft victims, roughly 2.6 

million people, reported experiencing severe 

emotional distress following victimization (Randa 

& Reyns, 2019). According to Golladay and 

Holtfreter (2017), the majority of identity theft 

victims experienced sleep problems, anxiety, and 

irritation six months after the crime, while older 

adults and minorities experience more severe 

emotional consequences including depression, 

anger, worry, and a sense of vulnerability. 

Financial services in a Nigeria 2014 

Survey report by Enhancing Financial Innovation 

and Access (EFInA) revealed that only 7.9% of 

Nigerians use ATMs and 53% of adults who are 

bank customers use their ATM cards. According to 

EFInA (2014), Nigerians are likely to be among the 

top population that stores money in their houses, 

rather than aligning to the ongoing cashless move 

(EFInA, 2014).  

It is estimated that about 65% of the cash 

in circulation in the Nigerian economy is outside of 

the banking system (Emengini & Alio, 2014; 

Ezeamama, et al., 2014). One of the major reasons 

for this might be ignorance, illiteracy, and lack of 

trust in technology resulting from identity theft. If 

most people in the country understand and can use 

available technological innovations by themselves 

because it is easy-to-use, and trust them, this will 

be leveraging economic development and social 

change. Likewise, the knowledge of identity theft 

statistics and understanding of the threat and what 

measure is required for prevention and protection, 

is invaluable, especially in Nigeria where identity 

theft is high. 

 

III. METHODOLOGY 

In line with Hill and Burrows (2017), 

where analysis and synthesis of different and 

related research findings are required to draw 

holistic interpretations or conclusions based on the 

reviewers’ own experience, existing theories and 

narrative review methodology is usually 

recommended and adopted. Also, a narrative study 

approach is best suited for studies described as 

qualitative rather than quantitative, and descriptive 

or explanatory in nature (Happel-Parkins & Azim, 

2017). In this study, therefore, we adopted a 

narrative review methodology, where we reviewed, 

analyzed, and synthesized prior research findings. 

Narrative studies exhibit substantial strengths and 

acceptability in that they have the ability to provide 

platforms for comprehension of diverse and 

numerous understanding around scholarly research 

findings, and the opportunity to make reflective 

practice and acknowledgment of researchers’ views 

and knowledge (Scarnato, 2017). Furthermore, 

reviews are done comparatively using multiple 

sources to gain multiple perspectives, maximize 

reliability and validation of data, and build 

coherent justification for interpretation and 

conclusion that relates to the study. This approach 

ensures reliability and validity of data, and 

justification of interpretations from the reviews. 

 

IV. DATA COLLECTION 
We reviewed vast professional and academic 

research findings that are relevant and related to 

identity theft prevention and recovery. Many of 

such research findings came from the Google 

Scholar and ScienceDirect databases and peer-

reviewed journals, and other related texts. We as 

well used phrases such as “Identity theft”, “Identity 

theft prevention”, “consequences of identity theft”, 

etc., as key search words in the databases for 

related literature. Reviews incorporated 44 

references. Forty-two (95%) of total references 

incorporated in the study are peer-reviewed, while 

(61%) are peer-reviewed journals that are within 

the last 5 years. 

 

V. ANALYSIS AND SYNTHESIS OF 

PRIOR RESEARCH 
Cybersecurity security and some socio-

technical trends that are likely to shape identity 

theft prevention and countermeasures have been 

identified (Computer Fraud & Security, 2016). 

Also identified are possibilities of these security 

measures to produce significant effects in the 

information security technical controls (Hinduja & 

Kooi, 2013).  There have been enormous advances 

in the past, in the field of technical information 

security controls involving some complex and 

matured technical controls systems such as anti-

virus, client-based firewalls, and real-time patching 

(Stewart & Lacey, 2012). There are also researches 

that have focused on individual fraud types: 

identity theft, intellectual property fraud, or 

insurance fraud. However Scholarly research in the 

area of identity fraud is difficult (Goode & Lacey, 

2011). Studies of identity theft or fraud are 

hampered because it is difficult, if not impossible, 

to access offenders. Firms may be reluctant to 

admit experiencing security or fraud problem 

within their operations, while managers may resist 

inquiry or analysis from outside groups, including 

academic researchers to study their firms for fear of 

exposing their reputation to the public. This makes 
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it difficult for external researchers to gain access to 

the organization’s original, unsanitized data. This is 

a major reason why determining what contributes 

to information insecurity has proven to be complex 

in nature because such activities required to handle 

threats to the organizations’ data: confidentiality, 

integrity, and availability are also complex (Fenz, 

et al., 2014).  

Findings identified identity theft as the 

signature crime of the Information Technology age 

(Thomas, & Galligher, 2018; Zaeem, et al., 2017), 

with malicious programs, as one of the most 

preferred and effective vectors by phishers (Farina, 

K. (2015; Zaeem, et al., 2017). According to 

Nagunwa (2014), phishing provides a good 

platform for identity theft. Malware, empowered 

through spear-phishing techniques (Hille, et al., 

2015), are being used by hackers to enable other 

malware, spy and stealing of identity information 

of their host users’ data and possibly reconfigure 

and deny users access to the operating system (OS) 

or to some applications (Govindaraj, et al., 2018). 

It is therefore important that more research and 

information be engaged to help combat spear-

phishing attacks and the resultant negative 

consequences such as ransomware and identity 

theft (Thomas, & Galligher, 2018). As stated by 

Thomas and Galligher (2018), one method to help 

combat identity theft that merits exploration is 

empowering users with preventive and 

countermeasure strategies to resist spear phishing 

attacks. Spear phishing is one of the highest 

challenges faced by IT departments in combatting 

identity theft (Goel, et al., 2017). Spear phishing is 

viewed as the entry point for many intrusions and 

hacking activities such as ransomware and identity 

theft, which are the two most damaging effects of 

spear-phishing injection (Collier, 2017). Although 

phishing attacks enable many different types of 

intrusion beyond identity theft, researchers have 

identified end-users and employee stakeholders as 

the most vulnerable point of entry for these attacks 

and have called for additional research to address 

these insurgents and growing problems (Hille, et 

al., 2015; Thomas & Galligher, 2018).  

In spite of the vast adoption and 

implementation of advanced identity theft security 

technical controls, e-commerce users’ payment 

information systems have remained vulnerable. 

This is because there is evidence that suggests that 

human vulnerabilities are increasingly exploiting 

users and organization information systems and 

increased identity theft (Stewart & Lacey, 2012). 

Some researchers have noted a number of reasons 

for this, ranging from problems with the usability 

of information systems (Cristian & Volkamer, 

2013; Hartzog & Stutzman, 2013; Okesola & 

Grobler, 2014), compromised decisions by users 

(Greavu-Serban & Serban, 2014) and limited 

ability to comply with knowledge management 

systems or instructions (de Albuquerque & dos 

Santos, 2015; Shehata, 2015), poor knowledge 

sharing practices and learning processes, poor 

adherence to cyber-security policies, and high 

corruption practices (Anyaehie & Areji, 2015; 

Bennett, 2017). There is no uniformity in the 

implementation of strategies for user-centered 

system interface and improved literacy level 

(Aguboshim & Miles, 2018), agile learning 

processes and good knowledge sharing practices 

(Shah, et al., 2019), and excellent adherence to 

cyber-security policies designed to prevent identity 

theft especially in Nigeria (Aguboshim, et al., 

2019; Olise, 2010). Nevertheless, strategies for 

prevention of identity theft can be achieved through 

brilliant security policies that mitigate spear 

phishing platforms, access control, and agile 

learning processes and good knowledge sharing 

practices that are proven core control method that 

empowers users to resist spear-phishing attacks 

help combat identity theft especially in Nigeria. 

 

VI. CONCLUSION 
There's no way to protect oneself against 

identity theft completely. Preventing identity theft 

and recovering from such theft justifies the ability 

to implement agile learning processes, good 

knowledge sharing practices (Shah, et al., 2019), 

and other cybercrime mitigation innovative 

activities and policies without which the ever-rising 

incidence of identity theft (Holt & Turner, 2012), 

will become excessively outrageous, and might 

diminish public confidence in government, 

organizations, and corporate entities, prompting 

increasingly restrictive access to government 

databases (Burnes, et al., 2020). 

It is believed that no single strategic 

preventive tool can exploit the full security control 

and countermeasure for identity theft. Instead, a 

combination of different tools is required. Strategy 

for identity theft prevention and recovery technical 

control is a knowledgebase affair.  What 

contributes to information insecurity has proven to 

be complex, dynamic, and more psychological in 

nature. Security measures need to be dynamic and 

versatile in order to handle complex security 

threats. Organizations’ and users’ data 

confidentiality, integrity, and availability are 

becoming complex, dynamic, and psychological. 

Perimeter defenses, control over devices, 

employee’s adherence to policies, control over 

policy enforcement, and enterprise definitions are 
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no longer reliable as all security platforms are 

complex, dynamic, and psychological. Attackers 

are personalizing their attacks. Security defenses 

must be personalized as well, with a holistic 

approach that expands beyond the technical 

security to include all arms of enterprise 

information systems security that comprised: agile 

learning processes, excellent knowledge sharing 

practices, and high, security policy and awareness, 

access control, and top-level management support, 

including the environment, the technology, and the 

people that could avert all forms of security 

breaches.   
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